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Handbook for Students,
Parents and Teachers
against cybercrime.
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Note from the Author -

Dear Young Readers, Parents, and Teachers,

The internet is a wonderful place to learn, create, and connect—but just like the
real world, it also requires us to be careful. Every click, message, and online
interaction 1s an opportunity to make smart and safe choices.

This book has been created as part of the Cyber Secure Bihar initiative to
make cyber safety simple, engaging, and fun through stories, comics,
activities, and real-life lessons. My hope is that every child becomes a
Cyber Champion who not only protects themselves but also helps family

and friends stay safe online.

Remember, the strongest password is not just a combination of letters and
numbers—it is awareness. When we think before we click, verify before we
trust, and report cybercrime without fear, we make the internet safer for

cveryone.

Thank you for being a part of this mission. Together, let’s build a smarter,
safer, and Cyber Secure Bihar.

Stay Aware. Stay Safe. Be the Next Cyber Champ!
Abhinav Das

Author & Campaign Lead,
Cyber Secure Bihar

‘F 0 Together, let us build a e |
Cyber Secure Bihar.  §¥8¢

. BE AWARE BE ALERT BE RESPONSIBLE BE SECURE
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a book that helps children stay safe in the

digital world.
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I hope this book inspires children, parents,
and teachers to make the internet a safer
place for everyone.

@
Stay Aware. Stay Safe. Stay Cyber Secure.
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DIRECTOR GENERAL OF POLICE

BIHAR POLICE

L |

Dear Readers,

In today’s interconnected world, cybercrime has become
one of the fastest-growing threats, affecting people of
all ages and backgrounds. Every click, every message,
and every online transaction demands awareness and
responsibility. Cyber safety is no longer just a technical
concern—it is a shared civic responsibility.

The Cyber Secure Bihar initiative reflects our commitment
to building a digitally aware, resilient, and secure Bihar.

Through this book, “Be the Next Cyber Champ”
authored by Abhinav Das, we aim to empower children,

parents, teachers, students, and citizens with practical
knowledge to recognize cyber threats, protect themselves
from online fraud, and become responsible digital citizens.

&=
Vinay Kumar

Director General Of Police, Bihar

Prevention begins with awareness. By staying alert,
verifying information before acting, protecting personal
data, and reporting cybercrime promptly, every citizen can
contribute to making our digital ecosystem safer.

I congratulate everyone associated with this initiative and
encourage every reader to become a Cyber Champion by
promoting cyber awareness within their family, school,
workplace, and community. Together, let us build a safer
and more secure digital future for Bihar.

Together, let us build a .. ® "
& Cyber Secu re Blhar. .'rv /j Director General of Police
0 e . Bihar Police

BE AWARE BE ALERT BE RESPONSIBLE BE SECURE

Know the risks Stay cautious Use technology Protect yourself
and others
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INSPECTOR GENERAL OF POLICE
CYBER CRIME & SECURITY UNIT (CCSU)

BIHAR POLICE

Dear Readers,

Technology empowers us to learn, create, and
connect, but it also demands responsibility.
Through the Cyber Secure Bihar initiative, CCSU
is committed to building a digitally aware and
cyber-safe society.

"Be the Next Cyber Champ" makes cyber safety
simple, engaging, and practical for children. I

encourage every reader to Think Before You
Click, Verify Before You Trust, Protect Your
Personal Information, and Report Cybercrime

Ranjit Kumar Mishra, IPS  Promptly.

Inspector General of Police _ ' '
Cyber Crime & Security Unit (ccsu)  Logether, let us build a generation that is Cyber

Bihar Police Aware, Cyber Alert, Cyber Responsible, and
Cyber Secure.

i. Together, let us build a L X 5 _
. : Ranjit Kumar Mishra, IPS
,. CYber Secu re Blhar- ] Inspector General of Police

O

Cyber Crime & Security Unit (CCSU)

0 0 Bihar Police f—E
- r' ""'.:-___ % rﬁ q:r
=y (¢ ‘=

BE AWARE BE ALERT BE RESPONSIBLE BE SECURE

Know the risks Stay cautious Use technology Protect yourself

"!1"! online wisely and others
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CHIEF GENERAL MANAGER

STATE BANK OF INDIA
——— e OB

Dear Readers,

As India rapidly embraces digital banking, cyber
awareness has become essential for every citizen.
At State Bank of India, we are committed not only

to providing secure banking services but also to

empowering our customers with the knowledge

needed to stay safe from cyber fraud.

The Cyber Secure Bihar initiative is a meaningful
step towards building a digitally aware and cyber-
resilient society. This book will help children,
parents, teachers, and citizens understand cyber

risks and adopt safe online practices.

Shri Anurag Joshi [ congratulate everyone associated with this initiative
Chief General Manager and encourage every reader to become a Cyber
Patna Circle Champion by staying alert, acting responsibly, and

spreading cyber safety awareness.
Together, let us build a ® ®
Cyber Secure Bihar. m

BE AWARE BE ALERT BE RESPONSIBLE BE SECURE

Know the risks Stay cautious Use technology Protect yourself
online wisely and others
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CREATING AWARENESS. BUILDING TRUST.

SECURING DIGITAL BIHAR.

AN INITIATIVE BY

ABHINAV DAS

R___

90-DAY CYBER SAFETY
AWARENESS INITIATIVE

' WELCOME TO CYBER SECURE BIHAR!

The internet has become an important part of our daily lives.
While technology makes life easier, it also brings new dangers

‘ such as online fraud, fake links, cyberbullying, identity theft,
and financial scams.

To help every citizen stay safe in the digital world,
‘ Bihar Police, State Bank of India (SBI) and

Abhinav Das have launched Cyber Secure Bihar —
| a 90-Day Cyber Safety Awareness Initiative.

| This campaign aims to create a generation of
Cyber Champions who can recognize cyber threats,

protect themselves, and help others stay safe online.

WHO IS THIS BOOK FOR?

EVERY
DIGITAL
CITIZEN

STUDENTS SCHOOLS

REMEMBER

PARENTS TEACHERS

Think Before You Click.
Verify Before You Trust.
Report Before It’s Too Late.

Build cyber awareness among
children, parents and teachers.

Promote safe internet and
digital banking practices.

Encourage responsible use of
social media and technology.

Educate citizens about
reporting cybercrime quickly.

Create a safer digital ecosystem
across Bihar.

-
WHAT WILL YOU LEARN?

@ What cybercrime is & Online gaming safety
@ Social media responsibility
@ Al and deepfake

awareness

@ Common online scams
& Safe internet habits

& Strong passwords

and OTP safety @ How to report cybercrime

® How to become a
Cyber Champion

& Cyberbullying awareness

CYBER CRIME HELPLINE

@ 1930

@ cybersecurebihar.in

BE SAFE!
BE SMART!
BEA
CYBER CHAMP!
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The internet is like a big city.

It has amazing things, but we must
know how to stay safe!

Hello Friends!
I'm Cyber
Champ!
Let's explore
the cyber world
together.

:E“'.__ |

Get help in
emergencies

Learn new things Connect with

friends and family

Enjoy games,
music and videos

Shop and pay
easily

Stranger Danger Sharing Too Much Clicking Unknown Links Cyberbullying Scams & Frauds
NDF everyone online Personal info can be It can steal your data Hurtful words online They can steal your
is who they say misused. or harm your device. can affect us. money and identity.

f they are.

Address

Schoal
Photos

T | ~ L

MEET CYBER CHAMP! r . I THINK before I click. i PARENT CORNER V' Talk to your children

about their online

@ 1 KEEP my personal activities.
I protect information private. v’ Set rules and time
myself and limits.

30 1 RESPECT others
O

my friends online.

V' Keep devices in

online.
I can teach g 1 REPORT anything common areas,
you too! suspicious. Guide, Support and

Trust your child.

. I STAY SAFE and &
help others stay safe! V' Be a digital role

model.

I WILL BE SMART, Are you ready

I WILL BE SAFE, tﬂcb::mi'iber
I WILL BE A Lthotin

PLEDGE CYBER CHAMP!

e

Stay Smart. Stay Safe. Be the Next Cyber Champ!
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| steal information,
money or identity
and hurt people

online!

Hmm... that's
not good! Let's
learn more.

f Cybercrime is when someone

uses the internet, computer or

mobile to do something wrong
or illegal.

|

WHERE DOES IT HAPPEN? g ) . i

S,

— On Websites

| On Mobile Phones On Computers / Laptops On Social Media | In ﬂr-llir;ehames | On Email & Messages |{ and Apps

.

- - D,
r )
r P, TYPES OF CYBERCRIME o
HACKING IDENTITY THEFT ONLINE FRAUD PHISHING CYBERBULLYING
Breaking into someone's Stealing someone's personal Cheating people to steal Sending fake messages or Being mean or hurting
account without information and pretending money or important emails to trick you into someone using the

permission. to be them. information. sharing details. internet.

YOU WON
%10,000!
CLICK HERE

—
———

Update your
account now!
Click here

o — -
- N - S Y
MALWARE / VIRUS RANSOMWARE 1 FAKE NEWS ONLINE SCAMS CHILD EXPLOITATION 1
Bad software that can Locking your files and Sharing false information Fake offers, jobs, or Using the internet to harm
damage your device or demanding money to to confuse or mislead investments to cheat or exploit children.
steal information. unlock them. people. people.
™\ PAY Now  BREAKING NEWS! | EASY MONEY!
TO UNLOCK = INVEST NOW &

H: i GET RICH FAST!

" WHY DO CYBE

@ To steal money

E To steal personal
information

@ Be Alert  Always be careful online. BE s A .FE !
@ Be Smart  Think before you click. . BE SMART!

worry! We can

protect ourselves ; ]
To have fun by hurting with knowledge @ Be Safe  Protect your information.
others and. o s

@ Be Kind Respect others online.

, @ Be Responsible Use the internet wisely.
|

To damage systems
or data

To scam and cheat
innocent people

~ DID YOU KNOW?

Most cybercrimes happen because
people share too much information
or click on things they don't know.

habits.

Always ask, always think,
always check before you click!

Stay Smart. Stay Safe. Be the Next Cyber Champ!
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Use a mix of letters, numbers
and symbols.

Don't use your name,
birthday or simple
words.

Strong Password
o
cYBlkLpH9@mZ |

Weak Password

pass'.-.ru;'dI_J

INFORMATION PRIVATE

Don't share your address,
school name, phone number,
or daily routine online.

YOU CLICK

Don't click on links or
attachments from
unknown senders.

BE THE NEXT CYBER CHAMP ﬁ Handbook for Students, Parents and Teachers against

SAFE ONLINE HABITS
 1.STRONG PASSWORDS | 2. KEEP YOUR 3. THINK BEFORE | 4.L0G OUT & LOCK |

Always log out of your
accounts and lock your
devices.

5. CHECK PRIVACY i
SETTINGS

Review privacy settings on
social media and keep your
profile secure.

Privacy Settings
Il Who can see

my posts?
Frisnds?

Friends v
Who can message

me? e
Show my email?
No-

1. PARENTS

2. TEACHERS

WHO CAN HELP YOU?

3. SCHOOL COUNSELOR

4. CYBER CRIME HELPLINE ]
Report cybercrime or ask

5. TRUSTED ADULTS
If something feels wrong,

Talk to your parents
about anything
that makes you

They can listen to your
problems and help you
stay safe online.

Teachers are there to
quide and support you.
Ask them for help.

talk to any adult
you trust.

for help anytime.

feel uncomfortable
online,

7T " F
(D .
| | ]
‘ﬂ !ﬁ'

Use technology for good:

€ Learn new things

€ Be creative

@ Connect with friends safely
€ Solve problems

@ Help others

1930

cybercrime.gov.in

i) =

TECHNOLOGY CAN

Be a Digital Citizen.
Use tech smartly.
Make the internet

a better place!

~ WARNING SIGNS - GET ALERT!

Speak up if you face or see:

o Someone asking for your personal info
o Strange or threatening messages
o Online bullying or harassment

o Requests for money or gifts

o Fake profiles or impersonation
\ . Ed

2C > {E

Don't
ignore.
Report!

| pledge to be a responsible

and safe digital citizen.

@ | will think before | click.

& | will protect my information.

| will respect others online.

| will report and say NO to cybercrime.

| will help make the internet a safer
place for everyone.

F A

wr

Remember, you have the power
to stay safe and help others!
Stay Smart. Stay Safe.
Be the Next Cyber Champ!

Stay Smart. Stay Safe. Be the Next Cyber Champ!

'a O_9 )

"Knowledge is power. Awareness is protection.”

XA,

A

W ¥
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BE THE NEXT CYBER

Knowledge
is your shield
against
cybercrime!

PHISHING

Fake emails or messages
to steal your personal

MALWARE

Harmful software that
can damage your device

b

CHAMP

,‘t

RANSOMWARE

Attackers lock your data
and demand money to

IDENTITY THEFT

Stealing your personal
information to pretend

Handbook for Students, Parents and Teachers against

{ Criminals use
tricks, but you

| canstayone |

\ step ahead! 4

ONLINE FRAUD

Scams to trick you into
sending money or sharing

-,

é ™
CYBER BULLYING

Using the internet to
harass, threaten or

information. or steal data. unlock it.

details. humiliate others.

YOUR FILES ARE
LOCKED!

Pay ¥ to unlock

AW/ TULATIONS!
Your bank  (LIK s CONGRA

account will

he h'l':!t.kﬂd!

Click here

You won a prize!

Click here to claim

MALWARE

L
-

CAN YOU SPOT A SCAM?

Watch out for these red flags!
F Too good to be true offers
F Urgent or frightening messages
F Unknown senders or numbers
F Links or attachments you didn't expect
F Asking for passwords or OTP
F Spelling mistakes and poor grammar

i
I WHAT SHoULD You Do?

o STOP and think before you click.

Be smart.

Be safe.
Be a Cyber
Champ!

0 DON'T share personal information.
il L@ REPORT suspicious activity.

( USETWO-FACTOR _ |I[ - B
CREATE STRONG PASSWORDS Rl THINK BEFORE YOU SHARE!
‘i' {' a8 0080 ) o A

Use a mix of letters (Aa), numbers (123),
and symbols (@$#).

Use at least 8-12 characters.

Avoid using your name, birthday or
phone number.

Use different passwords for
different accounts.

Never share: X
0 Your address

0 Your school name

0 Your daily routine

0 Your photos with location

9 Your passwords or OTPs

everyone online
is who they say

g

r _ -
_ QUICK QUIZ! el MY CYBER SAFETY PLEDGE |

Tick () the correct answer, choice makes | promise to:

cybg: El‘?amp 1[| @ Use the internet wisely.

& Protect my information.

) Respect others online.

€ Report and say NO to cybercrime,

@ Help make the internet a
safer place for everyone!
\Signature:

Stay Smart. Stay Safe. Be the Next Cyber Champ!

Your Login Code
0 Turn on 2FA

whenever
possible!
o

©
©
©
V)

3. What is 2FA?

{ A. Two Friends Access

[ B oo Fackae Ml‘mﬂia1iun|

1. What should you do if you receive || 2. Which of these is a strong password?
a suspicious message?

[ A. Click the link

| B. Replyto NI password ]

E lgnore and report Q [ C. C@mpus!2025 G

L LN o

] [ A. 123456 ]

E:. Twor Fast Actions J 5
h, .

E’:‘—J “Awareness today. Safety always.”
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power.
Use it wisely,
Stay safe
online!

i )
a7

WHAT YOU DO ONLINE

/" Everythingyou Y\
post, like or share
can be seen,
saved and used
against you! /A=

LEAVES A TRACE :

WHAT IS A DIGITAL FDOTPRINT’ ”

Your digital footprint is the trail of data you leave behind while using
the internet. It includes your posts, likes, comments, photos, searches,
videos you watch, and even the websites you visit.

It can be:

POSITIVE NEGATIVE  PERMANENT

Helps you build Can cause Hard to erase
a good reputation.  problems later.  once it's out there.

Think before you post,
because the internet
never forgets!

& |-

A

___oos (I

Use strong passwords and keep them private.

Keep your personal information private.

Think before you click on links or attachments.

Keep your apps and devices updated.

Be kind and respectful online.

Tell a trusted adult if something feels wrong.

DO’S AND DON’TS OF INTERNET USE )

SMART CHAMPS | S
FOLLOW THE RULES!

Don't share personal info like address,
phone number or school name.

Don't accept friend requests
" from strangers.

Don't click on suspicious links
or pop-up ads.

Don't bully or post hurtful comments.

Don't share photos or videos
without permission

Don't download unknown files

or apps. J/

PASSWORD POWER!

A strong password is your first defense!

X 12345 o Ch@mp!0n2025
password Cyberafe@123
qwerty BeSmart@6

Adjust your privacy settings.
Share with friends, not the world.
Limit screen time.

Follow positive and inspiring pages.

BEWARE OF SCAMS!

Scammers may:

A\ Pretend to be someone you trust
A\ Offer exciting prizes or gifts
A\ Ask for money or OTP

A Create fake websites

@ Tip: Use a mix of letters, numbers
and symbols.
\

Take breaks and enjoy real ife!

CYBER CHAMP
% :LEDGE; gﬁa

(_

: ¥

it probably is!

If it sounds too good to betme.]

I PLEDGE TO:

@ Use the internet in a safe and responsible way.
@ Protect my personal information.

@ Respect others online.

@ Think before | click, share or post.

@ Report and say NO to cybercrime.

@ Help make the internet a better place for everyone!

NEED

Call 1930
HELP? @ Cyber Crime

Helpline

z_-].-j.

W “Awareness is power. Safety is our superpower.”

. quickly Talk to

s,afe trusted adults

You a not alone.
‘ 7 Help is always
available!

lnform ur
hani{o

Stay Smart. Stay Safe. Be the Next CybEI' Champ!
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INE RISKS
RE REAL,

S0 IS YOUR
BUT SAFE _

FAKE APPS
Look like real apps but

steal your data or money.

Awesome
Cleaner
iy

Smart.
Stay Safe.
Stay Ahead!

powm 10 STA

A

DANGEROUS APPS . WEBSITES TO WATCH OUT FOR

FAKE WEBSITES
Copied websites that
steal your login details
or card info.

http:/famaz0n-offer.in

Signin
|:|'| il

Password

FREE STUFF SCAMS

Nothing is really free!

They trick you and ask
for money or data.

Stay alert tnda}* \ q
stay secure |

UNKNOWN LINKS

Clicking unknown links
can install malware or
steal your info.

(bit.lyfxyﬂze-\
3

| UNTRUSTED DOWNLOADS |

Downloading files or apps
from unknown sources
can harm your device.

FILE.exe
' & |

@

=

o Use technology for good.
€ Respect others online.
o Be kind with your words.

0 Stop what you are doing.

m Take a screenshot.
n Tell a trusted adult.

citizens make
the internet

a better place!
0 Keep learning and asking.

o Help stop cybercrime.

4. REPORT IMMEDIATELY

. €, 1930

cybercrime.gov.in

('3, PRESERVE EVIDENCE

!

Take screenshots,
save messages,
and keep records. 4

( ‘ B
1. STAY CALM 6. FOLLOW UP

Contact your bank
and block if needed. )

Stop all
communication.

Report on 1930 or
cybercrime.gov.in
=" iy

Keep track and follow
up on your complaint.
k._p 4 P A

L L4

ONLINE ETIQUETTE - BE RESPECTFUL!

€2 Think before you post.

G No hate. No bullying.

@ Give credit. Don't copy.

€ Respect everyone's privacy. \&:
€ Build a positive digital world. \

A

N

L

TECHNOLOGY IS A TOOL,
NOT A TOY!

Use it to learn,
create, connect £
and grow.  \

4 Be alert, be smart,
be safe online.

Be the next

CYBER CHAMP!

You have the power
to make a difference!

J

| PLEDGE TO BE A CYBER CHAMP!

& | will think before | click.

| PROMISE
TO BE SAFE,
SMART AND
RESPONSIBLE
ONLINE!

& | will use the internet wisely.
& | will protect my personal information. €% | will report and say NO to cybercrime.
& 1wl help make the intemet a safer place for all!

& | will respect others online.




BE THE NEXT CYBER CHAMP

We all

have a role
to play in
staying safe |

ﬂ Handboo
'

k for Students, Parents and Teachers against

Cybercriminals
work 24/7.
We must stay
one step

LET'S BUILD A
CYBER SAFE COMMUNITY!

: |
online! _head!

baa
C

I

SAFE PRACTICES FOR EVERYONE

STUDENTS PARENTS TEACHERS COMMUNITY TOGETHER
@ Use the internet for € Talk to your children @ Teach digital safety & Spread awareness. & Wecancreatea
learning and creativity. about online safety. as part of learning. @ Support victims. safe and positive
@ Keep your passwords @ Keep devices in @ Encourage open @ Work together to digital world.
private. COMMON areas. conversations. stop cybercrime. @ Be kind. Be alert.
@ Ask for help if @ Know your child's @ Report and guide Be responsible.
something feels wrong. online activities. when needed.

1. OTP FRAUD

Ravi shared his OTP with someone
who called pretending to be from a
bank. Money was withdrawn from
his account.

2. FAKE INVESTMENT SCAM

Meena saw an ad promising
high returns. She invested and
lost all her savings.

4. DIGITAL ARREST SCAM

Mr. Sharma received a call saying
he is under digital arrest and must
pay a fine. He panicked.

Arjun clicked on a link in a message
and his account was hacked.

Invest 10,000
Get ¥1,00,000!

You are
under digital
arrest!

oTP: 45&532

LESSON:

Wil If it sounds too good Police never ask for
with anyone, not to be true, it Don't dmk T m money or personal
even bank staff. probably is! T RS information on call

A

@ Use strong passwords
€ Enable 2FA

@ Keep software updated
& Don't share personal info
@ Think before you click
@ Report suspicious activity
€ Talk to a trusted adult

e STOP - Stop and think before you act online.
0 THINK - Think if it is safe and trustworthy.
0 VERIFY - Verify the person, link or information.
0 TALK - Talk to a trusted adult.

) REPORT - Report suspicious sty

SAFE ONLINE

&
&

—

——

CYBER CHAMP CHALLENGE! INSPIRING REMINDER NEED HELP?

Take the challenge and be a Cyber Champ! If you or someone you know is a victim of
vr Learn daily cybercrime, get help immediately.

“The internet is a great servant,

¢ Stay safe online but a dangerous master. ,

¢ Help your friends Use it wisely, and it will — = 1 93 0 E

7 Make the intemet a empower you!” - . crbercrlme gov.in Sanformore
information

better place! [ Available 24x7 |

o . &,

e

& | will use the internet wisely. & | will think before | click.
@ 1 will protect my personal information. € | will report and say NO to cybercrime.
€& | will respect others online. @ 1wl help make the internet a

}""I"‘I

Q u )

| PLEDGE T0 BE
A CYBER CHAMP!

safer place for everyone.

F\& :

F’j “Awareness today. Safety always.” Stay Smart, Stay Safe. Be the Next Cyber Champ!
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Hackers
only need one
mistake. Don't |
let it be yours! /==

& a7
Smart

5\ ) YouR DIGITAL SaFeTY — &M

<)) IS IN YOUR HANDS!

STAY AWARE, STAY SECURE, o AN

STAY AHEAD! . o =

SECURE YOUR DEVICES e

USE STRONG PASSWORDS! ENABLE 2FA!

UPDATE REGULARLY!
Keep your OS, browser Create strong, unique Two-Factor Authentication Regular backups can
passwords for every adds an extra layer of

and apps updated to save you from big
stay protected. account. security. trouble.

=

LOCK IT! | BACKUP YOUR DATA!

Always lock your
phone, laptop
and other devices.

O

\ A A

WATCH OUT FOR THESE WARNING SIGN THINK BEFORE YOU CLICK!

Ask these 5 questions: Fue
@ Dol know the sender? seconds of

o Offers that are too good @ Is the message or offer thinking can

to be true 1 =S real and expected? Save you
; b _ from big

o What will happen if trouble!
I click this link? ’

@ Can|l verify it from an
official source?

© Will sharing my info
put me or others at risk?

Messages creating urgency
(“Act now or lose your account!”)

Unknown numbers asking
for OTP, PIN or passwords

o Links or attachments
from unknown senders

o Requests for money, gifts
or personal information

NEVER SHARE THESE INFORMATION

OTP /PIN Passwords Bank Details | Personal Info | Private Photos \ Call 1930 immediately.
& Card Info | (Address, DOB, . : =
Phone No.) m Inform your bank right away.

& Block cards, accounts or wallets.

E Preserve evidence (screenshots, messages, etc.).

@ File a complaint on cybercrime.gov.in

¥ TEACHERS, LEAD THE way! |

@ Teach cyber safety in classrooms.

@ Talk to your children about online safety.

Be aware. Small actions

@ Know what they do online.
@ Guide them without scolding.
@ Keep communication open.

& Be their Cyber Safety Partner!

@ Encourage responsible internet use. Be smart.

@ Share real-life examples. Be kind.
@ Create a safe space for

@ Empower studentsto 8 | 3
be Cyber Champs!  {(®) = || online.

Be safe

I PLEDGE TO USE THE INTERNET WISELY,
RESPECT OTHERS AND HELP MAKE THE

2/ DIGITAL WORLD A SAFER PLACE FOR ALL!

Knowledge is power. Awareness is protection. |

today create
a safer digital
_ tomorrow!

Stay Smart. Stay Sm-‘e. Be-tht; N-Ext Cyber-(fhéfnp! |
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Remember,
cyber safety
is not
just a rule—
it's a habit!

SR

" CYBER SAFETY GOLDEN RULES | MAKE IT A DAILY HABIT |  IF YOU SEE SOMETHING |

SUSPICIOUS...

Do not click the link.

Pause before you click,

@ Keep your devices updated.
share or reply.

@ Check your privacy settings.
Think if it is real, safe

Do not share or forward.
and necessary.

@ Use strong, unique passwords.

@ Log out after every session.

@ Avoid using public Wi-Fi
for important tasks.

Then act only if you are 0 Talk about cyber safety
100% sure. at home and school.

Verify the sender, link Capture a screenshot.

and information.

Report it to a trusted adult.

BB Y ¥

Help keep others safe too!

F N \ J

CYBERCRIME: REPORT & GET HELP | CYBER SAFETY PROMISE |  USEFUL RESOURCES -"'

You are not alone. Help is just a call away! | promise to...

National Cyber Crime % Use the internet wisely.
Helpline ; :
¥ Protect my personal information.

www.cybercrime.gov.in
Report cybercrime online

www.cert-in.org.in
National cybersceurity alerts
and guidelines

A2  www.cybercrime.gov.in W Respect others online.
Report cybercrime online

www.meity.gov.in
Ministry of Electronics &
IT, Govt. of India

% Report anything
Helpline: 1930 s
@ Call immediately suspicious.

Nearest Police Station % Be a responsible
File a complaint digital citizen.

<&= Inform your Bank
UBY  Block and secure your account

www.staysafeonline.in
Tips for safe internet use

mha.gov.in
Ministry of Home Affairs

o @ e @B @

Quick reporting can help stop the crime

and save others from becoming victims. Explore. Learn. Stay Informed.

Stay Secure.

i
F——

—

CYBER CHAMP CHALLENGE § DID YOU KNOw? | LET'S BUILD A SAFER DIGITAL INDIA!

Take the pledge. Spread awareness. Over 70% of cybercrimes Together, Students, Parents, Teachers and
Help 5 friends or family members happen due to human error. Communities can stop cybercrime.
learn one new cyber safety tip. Awareness + Responsibility + Action
Strong passwords and = A Safe Digital Future ~
BE A LEADER. updates can block 80% .

BE A CYBER CHAMPI of cyber attacks.

@@ You can be the one
who stops a scam!

A

S 0U HAVE THE POWER =  STAY SAFE,
TO MAKE THE INTERNET STAY SMART,

R PLACE! — BE THE NEXT
20 ETTE el CYBER CHAMP!

Be Aware. Be Smart. Be Kind. Be Safe.  Be the Next Cyber Champ!




Good \
habits today,
safe future
tomorrow. /

Be alert
online.
Think smart.
Stay secure!

CYBER SAFETY

VERY CLICK COUNTS!
EBE AWARE, STAY SECURE!

Think before you post.
Once it's online, it's
hard to remove.

Keep your personal life
personal. Don't share
too much.

Check your privacy settings
regularly. =

Be kind online.

BE KIND
Words can hurt.

Report and block
cyberbullies.

Mever share OTPs, PINs,
passwords or CVV.

No bank or government will
ever ask for your OTP.

Use different passwords

o for different accounts.

o Make your passwords strong:
Use a mix of letters, numbers
and symbols.

Change your passwords
reqularly.

)

Avoid doing banking or
shopping on public Wi-Fi.

Hackers can steal your
data on open networks.

o

Al voice cloning and deepfakes
are real. Always verify before
you believe.

Don't trust unknown Al bots
or link-generating tools.

Verify information from
official and trusted sources.

Ifit looks fake, it probably is!
VERIFY. DON'T JUST BELIEVE.

AWARENESS
= Keeps you safe.

Stay Alert. Stay Safe. Stay Smart. Be the Next Cyber Champ!

Phishing is when hackers
pretend to be someone you trust
to steal your information.

BEWARE OF:
B Fake emails or messages

asking for personal info

Suspicious links
or attachments

Unknown numbers
asking for details

V1N

FAKE LINK
Don't Click!

Too good to be true
offers or prizes

Join classes only
through official links.

40

Don't share class links
with strangers.

Be respectful during
online classes.

Ask for help if something |8
makes you uncomfortable.

1
( s - A

Al & EMERGING THREATS WHAT TO DO WHEN IN DOUBT? CYBER CHAMP PLEDGE

STOP
Don't panic.

9 THINK
Is it safe?

9 VERIFY

Check from trusted sources,

o ASK

Talk to a parent or teacher.

9 ACT

Then take the right action. B

RESPONSIBILITY
Keeps everyone safe.

TOGETHER
We can stop
cybercrime.

Play safe. Don't share
personal details.

Use strong passwords
for gaming accounts.

Don't add or chat with
strangers.

/G 6
| pledge to use the internet wisely,
protect my information,
respect others online and
report anything suspicious.
| will be alert, responsible

and help make the digital
world a safer place for all.

F'_..
O 1'.:1',_3

BE A CYBER CHAMP TODAY,
LEAD A SAFER TOMORROW!

8 T X
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Be responsible '\
today for

world
tomorrow!

-,

=l J

a better digital |

" .y

"CYBER SAFE,
CYBER SMART,
CYBER CHAMP!

TOGETHER WE CAN
MAKE CYBER SPACE SAFE
FOR EVERYONE! g

-

7

Use 12+ characters.

©

Use a mix of letters,

numbers and symbols.

Avoid your name, birthdate,
123456, password etc.

Use a different password
for every account.

Use a password manager
if possible.

Ex: M@ke#2024%afe!

O
X
=

v

STRONG PASSWORD TIPS

E Use screen lock (PIN/Pattern/
&

“ TWO-FACTOR AUTHENTICATION (2FA)

Add an extra layer of security.

®— |

@ LR R 8 g

Fingerprint/Face ID).

YOUR CODE

713ls}1]9

Keep your 0S and apps
updated.

2]

Install a trusted antivirus
on your devices.

&

Even if someone gets your password,
they can't access your account without
the eccond step!

Don't jailbreak or root
your devices.

Enable ‘Find My Device' in

a case of loss or theft.

b A N ”

Think before you post.
Mot everything is for everyone.

o

Think

Keep your profile private. Before You

O o Don't share your location,
travel plans or personal details.

Accept friend requests
only from people you know.

Remember; What you post today
stays online tomorrow.

b

~ SOCIAL MEDIA: SHARE WISELY

BEWARE OF ONLINE SCAMS § DIGITAL FOOTPRINT: BE MINDFUL

Everything you do online leaves

If it sounds too good to be true, a diital footprint.

it probably is.

oa : Think about how your posts,
Don't click on links or offers photos and comments may affect
from unknown sources. your future,

Colleges, employers and others
can see it.

Build a positive digital identity.

Don't share OTPs, PINs,
passwords or CVV.

Never trust calls claiming to be
from banks, police or officials.

When in doubt, talk to a
trusted adult.

INTERNET ETIQUETTE

* Be respectful and kind online.

No bullying. No hate.
Mo spreading rumours.

Respect others’ privacy
and copyrights.

Treat others online the way
you want to be treated.

I [ “ Stay updated. Learn about new

Talk to your children about
their online activities.

Set rules together and
explain the reasons,

e Encourage balanced screen time,

Teach cyber safety as
part of learning.

Raise awareness through
activities and discussions.

Report and address

Be a role model. Your actions eyberbullying.

teach more than words,
Empower students to

apps, trends and risks.

'LITTLE STEPS

Verify the
source before
trusting.

Respect others
online.

Be kind.

passwords

YOU HAVE THE POWER TO MAKE
CYBER SPACE A BETTER PLACE.

BE AWARE. BE RESPONSIBLE. BE THE NEXT CYBER CHAMP!

Stay Alert. Stay Safe. Stay Smart.

Be the Next Cyber Champ!
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ecnno ’ ..
e GOOD DIGITAL CITIZENS 'S, PFX BE A DIGITAL HERO!

weicwisy | yaxe THE INTERNET (1% 2 @ o e
y! A BETTER PLACE! - & Protect others

A & Report cybercrime
. eDe 5 &V D Spread awareness

* YOUR ONLINE FRIENDS—BE CAREFUL RESPECT PRIVACY

Not everyone online is : Everyone has a right to
who they say they are. A privacy—online and offline.
H @ It can be screenshot,

Mever share personal ;
P shared and misused. Don't share someone's

photos or information
with people you
don't know.

photos or messages

@ Ask yourself: without their permission.
“Will | be okay if my

family, teacher or future 4
employer sees this?"

Cyber bullying can cause | x \
real pain. _ i B | WHAT CAN YOU DO?

@ Don't tease @ Don't reply to bulles.
@ Don't spread rumours y/ == | @ Block and report.

@ Don't humiliate Aaft . ' @ Talk to a trusted adukt.

Be supportive. Be a friend. © Support the victim
Be the reason someone smiles today. \

SAFE INTERNET FOR STUDENTS |

Use school-approved @ Talk to your children about Include cyber safety in
apps and websites. their anline world. reqular discussions.

Log out after using -= Know the apps and games m Encourage students to
shared devices. ' they use. WG report issues.

Don't download unknown / Set digital boundaries N al ; Give real-life examples
apps or files. together. f - and case stories.

Ask for help if something 4 Build trust and stay > f { : Create a safe space
feels wrong. involved. for sharing.

CYBER LAWS PROTECT YOU " REPORT & HELP SAVE LIVES |

Cybercrime is a punishable offence. See a cybercrime? Don't ignore.

Some important laws in India: Report it. You can save someone. g N @ | used strong passwords.
S5 1mAct, 2000 CYBERCRIME HELPLINE = o & | didn't share personal

JL BNS Sections 66C, 66D, 66E N information.
T’ POCSO Act fonline e:pm'raﬁun]e ‘. 1 9 3 0 , = & | think before | click or post.

A Copyright Act, 1957 a® Report online: | & | respect others online,

Remember: Knowing the law keeps www.cybercrime.gov.in & | reported anything

you strong and secure. In case of emergency, always \_J/ suspicious.
e inform your parents or teachers.

TOGETHER, WE CAN BUILD A SAFE DIGITAL INDIA

.

AWARENESS | RESPONSIBILITY KINDNESS SAFETY
is our strength. is our duty. is our choice. is our right.

[s] [o)
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Smart
online today,
successful
life tomorrow!

1 B

SAFE INTERNET,
STRONG MIND,
BRIGHT FUTURE!

R AR

THINK. CHECK. CONNECT.

THINK
Think before you click
or share anything.

CHECK
Check the source,
b~
&

verify the information.

CONNECT

Connect only with
people you know and

trust.
g |
|5

Everything you do online 8le
leaves a trail. .

L]
Think about the future b
you want and make
choices that protectit. £~ 4
Your digital footprint <.

»

today shapes your 5™
tomorrow! —4

L

DIGITAL WELLNESS MATTERS
Take regular breaks from

screens.
Get enough sleep.
Do physical activities.

Spend quality time with
family and friends.

A healthy mind makes you
a smart digital citizen.

LS L

PROTECT YOUR DIGITAL FOOTPRINT § BE CYBER AWARE OF NEW SCAMS

A

O
Q

@@ Ask someone you trust
[EDE]

o

:l Stop the spread of

) Handbook for Students, Parents and Teachers against

DIGITAL cITiZENSHIP |
STARTS WITH You!

@ Be responsible
& Be respectful
& Be informed
& Be cyber smart

Don't believe everything
you see online.

Check facts on trusted
fact-check websites.

if you're not sure.

rumours and fake news.

o

' Free gifts and prizes - usually a trap!

e Too good to be true -
it probably is.

& Unknown calls asking for money
or personal details? Be careful!

Always verify befare you trust
or transact.

Privacy Settings
Prafile Lock

@ Review privacy settings
reqularly.

@ Limit what strangers can
see about you,

& Report and block
suspicious accounts,

©

©

Friends only »

Who can see
my posts?

Who can send
me messages?

Friends »

©

Twe-Factor
Authentication

e

@ Keep your profiles private.

@ loin classes from official links only.
& Don't share links with strangers.
@ Be respectful in online classes.

0 Keep your camera background neat.
LS

|

PASSWORD POWER!

. @ Use long passwords
™ (12+ characters).

@ Mix letters, numbers
and symbols.

@ Don't use personal

information.

@ Change your passwords
regularly.

o

Let’s help our
friends stay
safe online!

@ Help friends who face cyber problems.
@ Encourage others to follow safety rules.
\ @ Be a leader. Inspire others.

@ Together we make the internet
a better place!

Together,
we can stop

National Cyber Crime Helpline

1930

Website: www.cybercrime.gov.in
Report online.

C

Contact your local police
station.

Talk to a trusted adult -
@ parent, teacher or guardian.

S
WHERE TO GET HELP? WHEN SOMETHING GOES WRONG BECOME A CYBER CHAMP TODAY!

Make the internet a place of positivity,
learning and creativity.
You have the power
to choose.
Choose safety.
Choose respect.

Choose to be
a Cyber Champ!

sTOP
Stop what you are doing.

SCREENSHOT

Take a screenshot as evidence.

@ | SHARE
; ‘! Tell a trusted adult.

‘. REPORT
Report to 1930 or cybercrime.gov.in.

LET’S BUILD A CYBER SAFE WORLD TOGETHER!

® O @

1 I
g

—
)



Every cli::k STAY ALERT,
d:;l;;:ifueur S TAY SAF E;l'
digital destiny! STAY ‘N c ON TR OL!

YOU'RE STRONGER
THAN YOU THINK!

879
@
BE KIND ONLINE THINK BEFORE YOU CLICK KEEP LEARNING, STAY UPDATED

Words matter — even online. Not everything online is what it seems. Cyber threats keep changing.
So should your knowledge!

o Treat others the way you Links from unknown people
want to be treated. can be dangerous. Learn about new scams
and how to avoid them.

Don't post or comment Your words ; A
hurtful things. can uplift ﬁ fitlookstoo good tobe Ry Follow trusted cyber safety
someone today! true, it probably is. 0 SR

® Build a positive and

D supportive online Q Always verify before . Knowledge i:s, your
community. you trust or click. best protection!

.

PROTECT YOUR MONEY ONLINE BE A DIGITAL ROLE MODEL

It's good to unplug sometimes! 3= Be smart with your money. Lead by example.

a Take regular breaks ﬂ Never share bank details, Share good habits
from screens. ' | UPI PIN or OTP. with your friends.

o Spendtine outdoors, o) g B Check website URL before @ Encourage others

making payments. to stay safe.

' Talk, play and conn . \ Together, we can
@ in real life. N s st app_us e @ make the internet

secure connections.
better for everyone.

: L \

CYBER SAFETY MYTHS vs FACTS | FUN WAYS TO STAY SAFE
FACT | -

MYTH Complete these 5 steps to earn
# SACIRErLy TS your Cyber Champ badge!

| won't get A Anyone can be a i "*‘\
hacked. target. ﬁ Watch and share safety videos. E G Use strong passwords

Strong password Strong passwords ﬁ ; .
: 1 Think bef lick
is not necessary. @ keep you safe. Create posters and icoamics. - ° in ore you clic
I o Keep your information private

Only adults Kids and teens are '.g
get scammed. targeted too. ? Take quizzes and challenges. 0 Be kind online

Incognito mode L It doesn't hide you §y C @ Help others stay safe I am a proud
keeps me hidden. ‘@@ completely. Q i Eam badges. Be a Cyber Champ! C}rber Champ.’

I

S

A BETTER INTERNET BEGINS WITH YOU!

Small actions today create a big impact tomorrow. Repeat after me:

HE Al'o'ﬁﬂf' BE CAREFUL” BE RESPONSIBLE! BE THE CHANGE! s | will use the internet wisely.
| will protect myself and others.
z

| will report cybercrime.
| will be kind, respectful and responsible.
| will be the Next Cyber Champ!

Tngether Iets hulll:l a dlgltal world where everyone feels safe,

respected and empowered.
STAY ALERT. STAY SAFE. STAY SMART.
BE THE NEXT CYBER CHAMP!




| PLEDGE THAT | WILL:
KEEP YOUR

Use the internet safely and responsibly.
INFORMATION THINK BEFORE

Think before | click any link PRIVATE / | YOU CLIcK
or download. > \ = , =

Never share my OTP, PIN,
password, or personal information
with anyone.

Use strong passwords and
keep my devices secure.

Be kind and respectful STAY SAFE | /4 | SECURE YoUR
to everyone online. ONLINE | 8 DEVICES

Verify information before
sharing it on social media.

Report cyberbullying, scams, or
suspicious online activities to
a trusted adult.

CA R CA R CA R C A AR CA M K

Help my family and friends
stay safe in the digital world.

W

OO0 M

Stay alert, stay informed,
and never fall for cyber fraud.

J

* MY CYBER CHAMPION PROMISE

I will use technology to learn, create, and connect—not to harm others.

I will protect my personal information.
I will help my friends stay safe online.
I will never become a Webkoof.

% ] will be the Next Cyber Champ!

School: CONGRATULATIONS!
| AM PROUD TO BE
THE NEXT

CYBER CHAMPION!

@ THINK = VERIFY » PROTECT » REPORT | Eggg;g%éﬁgg BBLIJII-II-E ;I




CY3SER

=CHAMP =
— QuUIZ—

Are you Cyber Smart?

Test your knowledge. Stay safe online.

PARTICIPATE IN CYBER CHAMP QUIZ 2026

—— Scan the QR Code to start the quiz

(L) @ @

LEARN COMPETE WIN GET
Cyber Safety with Thousands Exciting Prizes E-Certificate

BE AWARE. STAY SECURE. BE A CYBER CHAMPION?
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—e A JOINT INITIATIVE FOR *O————

A CYBER SAFE & SMART BIHAR

AN INITIATIVE BY
o SBI ABHINAV DAS
BIHAR POLICE 3? ?ﬂ??ﬂ?l I a$ Author | Tech Entrepreneur

o fasa dhed gART Cyber Safety Advocate

BE AWARE.
BE SAFE.
BE THE NEXT

CYBER CHAMP!

AWARENESS | SAFETY | RESPONSIBILITY RESPECT | TOGETHER

Learn about Protect yourself Use technology Be kind. Let's build a safer
your cyber risks. and others. ! wisely. . Beresponsible. digital Bihar.

66 Cyber safety is not just a skill,
it's a responsibility we all share. 99

NEED HELP? REPORT CYBERCRIME IMMEDIATELY

Il
Lo Visit Stay Alert. Stay Secure.
1 9 3 0 @ cybercrime.govin | Together, let's build

(Cyber Crime Helpline) a Cyber Secure Bihar.

¥4

ISEN 978-93-9385-684-2

9789393956842
@ cybersecurebihar.in ‘ f Cyber Secure Bihar‘ X @CyberSecureBR | cybersecurebihar
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